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Section 0. Background Information

1. What is Damn Vulnerable Linux?
o Damn Vulnerable Linux (DVL) is everything a good Linux distribution isn't. Its

developers have spent hours stuffing it with broken, ill-configured, outdated,
and exploitable software that makes it vulnerable to attacks.

o DVL isn't built to run on your desktop -- it's a learning tool for security
students. DVL is a live CD available as a 150MB ISO.

o It's based on the popular mini-Linux distribution Damn Small Linux (DSL), not
only for its minimal size, but also for the fact that DSL uses a 2.4 kernel,
which makes it easier to offer vulnerable elements that might not work under

the 2.6 kernel.

o It contains older, easily breakable versions of Apache, MySQL, PHP, and FTP and
SSH daemons, as well as several tools available to help you compile, debug, and
break applications running on these services, including GCC, GDB, NASM, strace,

ELF Shell, DDD, LDasm, LIDa, and more.

o DVL was initiated by Thorsten Schneider of the International Institute for
Training, Assessment, and Certification (IITAC) and Secure Software Engineering
(S€e) in cooperation with Kryshaam from the French Reverse Engineering Team.
"The main idea behind DVL," says Schneider, "was to build up a training system
that I could use for my university lectures." His goal was to design a Linux
system that was as vulnerable as possible, to teach topics such as reverse code

engineering, buffer overflows, shellcode development, Web exploitation, and SQL

injection.

1. Prerequisite

1. You need to have virtualization software that allows you to create operating system
images using either an ISO or installation CD. For this "how to", I will be using
VMware Workstation. However, you can also use other popular tools, such as,

VirtualBox.

2. Download the Damn Vulnerable Linux (DVL) iso
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1. Download DVL
o Click Here

2. Click Save

 save .

2]

I Do you want to open or save this file?

Always ask before opening this type of file

Name: DVL_1.5_Infectious_Disease.iso
Type: 1SO Image File, 1.66GB
From: jaist.dl.sourceforge.net

Com ) [ o)

harm your computer. If you do not trust the source, do not open or

save this file. What's the risk?

|"\] While files from the Intemet can be useful, some files can potentially
2

3. Save to C:\VMware ISO's\DVL\

o In my case, I save it to an external hard drive,

hence Hard Drive 2

2. Start VMware Workstation

1. Programs --> VMware --> VMware Workstation.

3. Create VMware Image

1. Click on New Virtual Machine.

Browse for ISO Image m
Lookin: | 59 DVL ¥ @ & =2 E-
. <5 My Recent Documents
=3 Desktop
[D My Documents
My Recent g My Computer
Documeis < Local Disk (C)
7= . DVD/CD-RW Drive (D:)
L— ®» Hard Drive 2 [E:)
Desktop b,VMuﬂ?'e 150's
o Toow

(E:)

o
Linux / Knoppix espresso.
Christian Immler
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2. Bring up a FireFox Browser on your DVL machine.
fa = oA = m— y Professional Penetration
New Virtual Machine Wizard @ Testing
Thomas Wilhelm
Best Price $38.95
or Buy New $64.31
Welcome to the New Virtual
Machine Wizard

Privacy Information

‘What type of configuration do you want?

@ Typical (recommended) Penetration

Create a Workstation 6.5 virtual machine Tester’s
in a few easy steps.

[
O Custom (advanced) A

Create a virtual machine with advanced
options, such as a SCSI adapter type,

Penetration Tester's Open
Source Too...

VMwa re virtual disk type and compatibility with Jeremy Faircloth, ..
) older YMware products. Best Price $6.09
Workstation 6.5 oy New
Puy amazoncon
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3. Select Install disc image file (iso) Scfiulr__ifyl'l‘(_)'qk
o Select the Browse Button ‘_‘m gk

(e — = -
New Virtual Machine Wizard —

Guest Operating System Installation Writing Security Tools and
A virtual machine is like a physical computer; it needs an operating Exploits

system. How will you install the quest operating system? James C. Foster, V...

Best Price $8.90
Install from: or Buy New $46.50

B )
O Installer disc:

) S TR Ty Privacy Information

() Installer disc image file (iso):

| Ex\¥Mware ISO'S\DYLIDVL_1.5_Infectious_Disease.isc|v| [ Browse... |

_!A Could not detect which operating system is in this disc.
You will need to specify which operating system will be installed,

(1 will install the operating system later Dissecting the Hack
Jayson E. Street, ...
The virtual machine will be created with a blank hard disk,

Best Price $14.08
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4. Navigate to where you save the DVL iso.
o In my case, the iso was saved to E:\VMware ISO's\DVL\
o Select DVL iso and click open

[~
Browse for ISO Image
Look in: l I DVL E] 0 5 il g ke SSH, The Secure Shell
— = s N Daniel J. Barrett,...
B gdamnvulnerablellnux_l .D.iso Best Price $10.99
{9 = DVL_1.5_Infectious_Disease.iso or Buy New $27.09
My Recent Buy amazoncom
Documents from”
@ Privacy Information
Desktop
My Documents
;Q);! Pro OpenSSH
My Computer Michael Stahnke
Best Price $14.95
— or Buy New $26.51
‘Q File name: lDVL_1 .5_Infectious_Disease.iso E [ Open ] ?r%y mazonconT
D
My Network | Files of type: | CD-ROM images [*iso) E] [ cancel |
° Privacy Information
[ eare L}
Implementing
5. Select Next
SSH
New Virtual Machine Wizard :
Guest Operating System Installation ’
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system? Implementing SSH
Install from: Himanshu Dwivedi
Best Price $0.59
O Installer disc: or Buy New $30.63
Bu ;
= frop, amazoncom
@
Privacy Information
(&) Installer disc image file (iso): :
| Ex\Miare ISO'S\DVLIDVL_1.5_Infectious_Disease.isc|v| [ Browse... | QIINI%
3 Could not detect which operating system is in this disc. - , —
You will need to specify which operating system will be installed. Ky R
i
(O 1 will install the operating system later “imux.l
5 SRR
The virtual machine will be created with a blank hard disk, UNIX éhells by Example
UNIX Shells by Example
Ellie Quigley
[ <Back || mext> JI[ cancel | Best Price $21.09
o or Buy New $36.17
B -
'r"‘,Ymamvnnnwn
. . Privacy Information
6. Select the Linux OS, and Other Linux 2.6.x kernel
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New Virtual Machine Wizard

Select a Guest Operating System
‘Which operating system will be installed on this virtual machine?

Guest operating system

O Microsoft Windows
() Novell NetWare
) Sun Solaris

O Other

Version

[ other tinux 2.6.x kernel

I|v]|

[ < Back ][ Next > I[ Cancel

J

7. Naming and Saving Location
o Virtual machine name: DVL

o Location: In my case, I save it to my external hard drive at E:\VMware

Name the Virtual Machine
What name would you like to use for this virtual machine?

-

Virtual machine name:

DVL

Location:

E:\pvi| Browse...

<Back | [ mext> ||

Cancel

)

8. Specify Disk Capacity

http://computersecuritystudent.com/SECURITY_TOOLS/DVL/...

=

Lifix %

Commands, Editors;
and Shell Programming

A Practical Guide to Linux

Commands. ...

Mark G. Sobell

Best Price $29.90
or Buy New

Bu! o)
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Best Price $0.01
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New Virtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file{s) start small and become larger as you
add applications, files, and data to your virtual machine.

I Maximum disk size (GB):

Recommended size for Other Linux 2.6.x kernel: 8 GB

l@ Store virtual disk as a single file |

(O split virtual disk into 2 GE files

Splitting the disk makes it easier to move the virtual machine to another
computer,

E Pocket ACE size calculator

[ < Back ][ Next > ][ Cancel

]

9. Click on the Customize Hardware...

‘New Virtual Machine Wizard

Ready to Create Yirtual Machine
Click Finish to create the virtual machine and start installing Other Linux
2.6.x kernel.

The virtual machine will be created with the following settings:

Mame: DVL

Location: E:\VMware

Version: Workstation 6.5
Operating System: Other Linux 2.6.x kernel
Hard Disk: 8GB

Memory: 256 MB

Metwork Adapter:  NAT
Other Devices: CDJDYD, Floppy, USE Controller, Sound Card

I[ Customize Hardware. .. ]I

Power on this virtual machine after creation

[ < Back ][ Finish ][ Cancel

J

10. Select Memory

o Increase the memory from 256 MB to 512 MB.

o Click OK.

6 of 16
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Hardware

Device Summar h Memory
[* Memer 256 MB Specify the amount of memory allocated to this virtual
- machine. The memory size must be a multiple of .
X i hine. Th i th Itiple of 4 MB
(2)New CD/DYD (IDE) Using file E:\vM...
H Floppy Auto detect Memory For this virtual machine:
?E,JNetwork Adapter MNAT j MB
USE Controller Present A .
@) sound Card Auto detect £ 1792
gDisplay Auto detect
& Processors 1 & Guest OS recommended minimurm: 32 MB
A Recommended memory: 256 MB
A Maximum recommended memory: 796 MB

(Memory swapping may occur beyond this size)

Il OK II Cancel H Help

11. Click Finish
New Virtual Machine Wizard

Ready to Create Yirtual Machine
Click Finish to create the virtual machine and start installing Other Linux
2.6.x kernel,

The virtual machine will be created with the following settings:

Mame: D¥L
Location: E:\VMware
Version: Workstation 6.5

Operating System: Other Linux 2.6.x kernel

Hard Disk: 3GB

Memory: 256 MB

Metwork Adapter: NAT

Other Devices: CDJDVD, Floppy, USE Controller, Sound Card

Customize Hardware. ..

Power on this virtual machine after creation

[ < Back ]L Finish ][ Cancel

12. Press Enter when you see "boot:
) DVL - ¥Mware Workstation
File Edit View VM Team Windows Help

@ 0 GGk D8Ef DEE 86

ISOLINUX 3.36 2887-82-18 Copyright (C) 1994-2887 H. Peter Anvin
boot:
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3. Login to DVL

1. Credentials

(

See Below)

o Login: root
o Password: toor

Login as "root", with password “toor", both without quotes, lowercase.

After you login, try the following commands:

startx ...

flux

xconf ....

ati

to run Xwindow system in VUESA mode 1024x?768 at ?5Hz (KDE)
run Xwindow system in VESA mode 1024x?768 at ?5Hz (FluxBox)
to autoconfigure your graphics card for better performance
autoconfigure ati drivers (douwnload ati.lzm required)

Other commands you may find useful (for experts onl Y

configsave/configrestore ... to save and restore a lesystem changes

fileswap ....

to create special file for swapping Rﬁ< o your harddisk

Nhen flnlShEd, use 'poueroff" or "reboot’ command and ualt

3. Partition the disk

ckTrack 2 0 Flnal

l. Determine what disk to format
o Command:
o Note: In my case, the disk is named /dev/sda

bt fdisk -1

fdisk -1

Disk ZENEENE: 8589 MB, 8589934592 bytes
255 heads, 63 sectorsstrack, 1044 cylinders
cylinders of 16065 = 512 = 8225280 bytes

Units =

Disk sdeussda doesn’t contain a valid partition table

bt

2. Select disk to be partitioned
o Command:
o Input: m

bt

Device contains neither a valid DOS partition table, mor Sun, SGI or OSF disklabel

fdisk /dev/sda

fdisk sdeurssda

Building a new DOS disklabel. Changes will remain in memory only,
until you decide to write them. After that, of course, the previous
content won’t be recoverable.

The number of cylinders for this disk is set to 1

There is nothing wrong with that, but this is large n 1024,

and could in certain setups cause problems with:

1) software that runs at boot time (e.g., old uersiuns of LILO)

2) booting and partitioning software from other USS 1«
(e.g., DOS FDISK, 0S/2 FDISK)

Warning:

invalid flag 0x0000 of partition table 4 will be corrected byru(rite)

Command (m for help): ' m

3. View the partition table
p"

o Select

"

http://computersecuritystudent.com/SECURITY_TOOLS/DVL/...
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Command action
toggle a bootable flag
edit bsd disklabel
toggle the dos compatibility flag
delete a partition
list known partition types
print this menu
add a new partition
create a new empty DOS partition table
print the partition table
quit without saving changes
create a new empty Sun disklabel
change a partition’s system id
change display/entry units
verify the partition table
urite table to disk and exit
extra functionality (experts only)

Command (m for help): p_

o Note: There is 1044 cylinders
Command (m for help): p
Disk sdevssda: 8589 MB, 8589934592 bytes
255 heads, 63 sectors/track, PUESSETIESTIEES
Units = cylinders of 16065 = 512 = 8225280 bytes
Device Boot Start End Blocks Id Systen

Command (m for help):

4. Add a new partition

o Select "n"
o Select "p"
o Select "1"
[

Select the maximum amount of cylinders 1044.

Command (m for help): n
Invalid partition number for type *1’
Command action

e extended

p primary partition (1-4)

p
Partition number (1-4): 1
First cylinder (1-1044, default 1): 1044

5. View newly created partition
o Select "p"
o Note: Previously when

won

p" was selected there was not a partition listed.

Command (m for help): p

Disk sdeussda: 8589 MB, 8589934592 bytes
255 heads, 63 sectors/track, 1044 cylinders -
Units = cylinders of 16065 = 512 = 8225280 bytes

Device Boot Start End Blocks Id Sgsfeh
sdevssdal 1044 1044 8032+ 83 Linux

6. Save the new partition
o Select "w"

9of 16 11/21/12 11:24 PM
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Command (m for help): w
The partition table has been altered!?

Calling ioctl() to re-read partition table.
Syncing disks.

7. Exit out of fdisk
o Select "g"

Command (m for help): g

bt

4. Format the partition

1. Format the partition on /dev/sda
o Command: mkfs.ext3 /dev/sda
o Proceed: vy

bt mkfs.ext3 sdevssda
mkeZfs 1.38 (30-Jun-2005)
sdevssda is entire device, not just one partition?
Proceed anyway? (y,n)y
Filesystem label=
0S type: Linux
Block size=4096 (log=2)
Fragment size=4096 (log=2)
1048576 inodes, 2097152 blocks
104857 blocks (5.00%) reserved for the super user
First data block=0
64 block groups
32768 blocks per group, 32768 fragments per group
16384 inodes per group
Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819 84736, 1605632

Uriting inode tables: done
Creating journal (32768 blocks): done
Writing superblocks and filesystem accounting 1nformatlon dope,

This filesystem will be automatically checked every 25 mounts ‘or
180 days, whichever comes first. Use tune2fs -c or -i to override.
bt

2. Create a folder to mount the partition on.
o Command: mkdir /mnt/dvl
mkdir /mnt/dvl

3. Mount the hard drive to the /mnt/dvl directory
o Command: mount /dev/sda /mnt/dvl

bt mount sdev/sda /mnt/dvl
bt

3. Copy DVL image to hard drive

1. startx (See Below)

bt startx_

10 of 16 11/21/12 11:24 PM



Damn Vulnerable Linux: [DVL]: How to Install D

VL

http://computersecuritystudent.com/SECURITY_TOOLS/DVL/...

2. Change Language to English (See Below)
o Right Click on DE and click on Configure

11 of 16

~ KDE Keyhoard Tool
FT® Germany

Bf= U.S. English

B3 ttaly

. Configure..

o Highlight Germany, Click on Remove.
o Highlight Italy, Click on Remove.
o Only U.S. English should be left.
o Click Apply
o Click OK
Configure - KDE Control Module
Layout | Switching Options | Xkb Options
X/ Enable keyboard layouts
Keyboard model
Generic 105-key (Intl) PC [~
Available layouts: Active layouts:
Layout Keymap [a | | Layout Keymap Variant Label
Bl Abania al il de. Germany de
J7 Arabic ara B2 U.S. English us
O Armenia am
m Azerbaijan az
3 Bangladesh bd
w)m Belarus by
m Belgium be
Z8 Bhutan bt
m Bosnia and Herzegovina ba
Brazil br
Ll Bulgaria bg
20 canada ca N TR
m Croatia hr Add>>
\J
Kza Czechia < Layout variant. | <default> | v
|R[3 penmark dk .
3 Estonia ee || Label: de
&2 Faroelslands fo =
is_Finland i b | | Include latin layout
Command ‘;etxkbmap -mo&ei p;ms :layout c]e
© Help Defaults 9 Cancel
n

3. Start the backlash installer

11/21/12 11:24 PM
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All Applications
t) Damn Vulnerable Linux 4 Damn

| Qiene: ¥ Infect

Be ReSlaxed

&) Services

< VLC Media Player
L‘ Wink s System Information
P4 xvidcap * BackTrack Installer
‘5 Screenshot ;!;! KinfoCenter

~ Acroread & KSysGuard
() Find Files/Folders & Konsole
o TrueCrypt &y Krfb
Actions Iy Screen Resize
% Run Command... M VNCserver
. Lock Session
) Log Out...

-

4. Configure installer as seen below

o Note: If the installer completes in a few seconds, then the installer actually
failed. The installer should take 5 to 10 minutes to complete. You should see
messages like copying /opt with the status bar inching slowly forward.
f BackTrack installer Z2m 2

:: BackTrack Installer ::

Source (BackTrack CD): || }v
Install BackTrack to: | ymnt/dvi |~
Write MBR to: |/dev/sda Rd

~Installation method

() Live (ZDOMB required)

- Install BackTrack like a Live CD, compressed»toQSB Mas

® Real (2700 MB required) I

- Install BackTrack like real Linux, decompressed- to harddis

Select target and click Go...

(] 0%

r ]
| Install |

5. Click the close button, when you see a status message of "All done! click Close
button" and a status bar of 100% complete

12 of 16 11/21/12 11:24 PM
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BackTrack installer

:: BackTrack Installer ::

Source (BackTrack CD): | |

Install BackTrack to: /mnt/dvl |

Write MBR to: /dev/sda v

P g "
K ~Installation method

Live (FJOOMB required)

4 @ - Install BackTrack like a Live CD, compressed- to USB Mas

(®) Real (2700 MB required)

- Install BackTrack like real Linux, decompressed- to harddis

I All done! click Close button.l

6. Start up a terminal

‘1__, I_Jl:lé 6”‘0 & |v| i Shell -Konsole

7. Install the boot loader
o Command: lilo -v
=G Shell - Konsole

lilo -v
LILO version 22.7.1, Copyright (C) 1992-1998 Werner Almesberger
Development beyond version 21 Copyright (C) 1999-2085 John Coffman
Released 17-Sep-2005 and compiled at 00:33:53 on Aug 8 2006.

Warning: LBA32 addressing assumed

Reading boot sector from /dev/sda

Warning: '/proc/partitions' does not exist, disk scan bypassed

Warning: Unable to determine video adapter in use in the present system.
Using BITMAP secondary loader

Calling map_insert_data

Mapping bitmap file /boot/splash.bmp

Calling map_insert_file

Boot image: /boot/vmlinuz
Mapping RAM disk /boot/splash.initrd
Added bt *

Writing boot sector.
Backup iopy of boot sector in /boot/boot.0800

8. Command: poweroff

http://computersecuritystudent.com/SECURITY_TOOLS/DVL/...
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Shell - Konsole

poweroffl]

9. Edit virtual machine settings
o VMware Workstation --> File --> Open

&) ¥Mware Workstation

Edit VYiew VM Team Windows Help
MNew »
r Open... Ctrl4+0
Import or Export...

Connect to ACE Management Server...
Close Chrl+w

Map or Disconnect Yirtual Disks...

Exit

o Navigate to where you created the DVL.vmx image

Open

Look in: | (£ YMware NI € 1 A A e
% My Recent Documents
} (2? Desktop
t_‘J () My Documents
My Recent ¢ My Computer
Documents 2@ Local Disk (C:)
7= <& DVD/CD-RW Drive (D:)
Lj [ Hard Drive 2 (E:)
Desktop e
(&8 My Sharing Folders
) Shared Documents
) My Documents
%) My Network Places

My Documents

%8
My Computer

‘) File name: DVL.vmx v |
-
My Network  Files of type: WMware Workstation Files (*.vmz,” vmtm) v

o Edit Virtual machine settings
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DVL
State: Powered off
Guest OS: Other Linux 2.6.x kernel
Location: E:\YMware\DVL.vmx
Version: Workstation 6,5 virtual machine
Commands Devices | ‘ Options |
Power on this virtual machine E Memory 256 MB
ffb Edi yirtual machine settings {=dHard Disk (5CSI)  8GB
[ @CD[DVD {IDE) Using file E:\vMwWare ISO's\DYL\DVL_1.5_Infectious_Disease.iso
&) Enable ACE features (what is ACE?) ) Floppy Auto detect
[ @Network Adapter MAT
@USB Controller Present
&) Sound Card Auto detect
EDisplay Auto detect
[ 8 processors 1

o Highlight CD/DVD
m Select the "Use physical drive:" radio button

Virtual Machine Settings x|
Hardware | Options |

Device Summary Device status

E = Connected

4 Memory 256 MB i

Hard Disk (SCSI) 8 GB [¥] Connect at power on

() S
(=) CD{DYD (IDE) Using file ExvM.. | T

B Floppy Auto detect - -
FENetwork Adapter NAT (® Use physical drive:
@USB Controller Present 1Auto detect El
'O.! Sound Card Auto detect - -
EHisplay Auto detect O Use 150 image File:

& Processors 1 E:lv

[ Add... ][ Remove

( OK ][ Cancel ][ Help ]

o Highlight CD/DVD
m Select the "Bridged: Connected..." radio button
s Select OK
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Virtual Machine Settings &

Hardware Im |

Device status

Device Summary
) Connected
¥ Memory 256 MB 2 o
{=Hard Disk (5CSI) 8GB OECakpasnon
(=) Co{oVD (IDE) Auto detect RS et
1 Floppy Auto detect
@Network Adapter NAT I (%) Bridged: Connected directly to the physical network
USE Controller Present [CJreplicate physical network connection state
SO“ Sound Card Auto detect ) T o
Display Auto detect MNAT: Used to share the host's IP address
& Processors 1 (O Host-only: & private network shared with the host

O Custom: Specific virtual network

[ Add... ][ Remove ]

( OK ].[ Cancel ][ Help _]

10. Power on this virtual machine
o Have fun hacking, ethically of course.

DVL

State: Powered off

Guest OS: Other Linux 2.6.x kernel

Location: E:\WMware\DVL.vmx

Version: Waorkstation 6,5 virtual machine
Commands

[ Power on this virtual machine
H?_I Edit virtual\_J{chine settings

a Enable ACE features {What is ACE?)
o

Section: Proof of Lab

1. Have fun hacking, ethically of course.
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